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AGENDA

30 mins

e Zalando in a Nutshell

e How to survive “Tech Jungle”?
e LeanlIX's cloud solution

15 mins
o Q&A

e Experience exchange
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ZALANDO IN NUMBERS

> visits
54 30
« ™FvitioneUR  Million month
revenue 2018 > 450,000

> 2 9 product choices

million ~2000 17

brands countries

> 15,000 > 80%

employees in of visits via
Europe mobile devices active customers
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WE ARE CONSTANTLY INNOVATING TECHNOLOGY

help our brand to

HOME-BREWED, WIN ONLINE

CUTTING-EDGE
& SCALABLE

technology solutions

international
tech locations

employees at
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ZALANDO PLATFORM
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THE CHALLENGE
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Platform
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THE CHALLENGE
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Test Deploy

= ¥ o Monitor
©®©

Operate

Software Development Lifecycle
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CURRENT STATE

570.c.. AWS

. 1 80Clusters
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APPLICATION GROWTH

10 x

@ # Active i Phase out

February 2018
* # Active: 5 071
# Phase out: 8

Sep '14 Jan'1s May '15 Sep '15 Jan'16 May '16 Sep '16 Jan'17 May '17 Sep '17 Jan'18
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TAMING THE CHAOS:

SCREAM FOR JOY ... ?!
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The Challenge

e Find the IT asset owner
o Classify assets
o ldentify security risks
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IT Security starts with

Visibility
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Product discovery

e Info Sec teams
e Interviews
o ldentify visibility needs
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Questions
1. What do we have?
2. Who is the owner?

3. What is the status?

Challenges
e Modeling
e |T asset discovery
e Ownership

i

IT Assets

3 problem areas

Metadata

IT asset attributes
Criticalities

e Classification

e Vulnerabilities

e Relationships
Challenges

e Collect and assign

metadata
e Lack of processes

e Initial data quality j

Metadata

Reporting

Output
e Dashboards
e High level reports
e Data quality insights

Challenges
e Maintain high data
quality
e Variety of

stakeholders @

information
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KNOW YOUR TERMS

g—

| YAPPLICATIO
L. Ny

Simplification & Alignment
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KNOW YOUR TECH STACK
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KNOW YOUR ARCHITECTURE

is_Parent_Of
is_Child_Of
Owns
TEAM APPLICATION ITAM
Owns Data Model
l [ Tech Stack
MEMBER
COMPONENT G|ossary

T l""'""":

ROLE

' TECHNICAL STACK |

L .

APPLICATION SYSTEM ® zalando
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MANUAL APPROACH
SET UP TO FAIL:

AUTOMATION IS KEY
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Current System Setup

Internally £+ daily sync
developed apps e
(KIO) r Mmanual sync

DATABASES

Spilo
APl Access ..........................
:'. |=_| H-“ DDS AWS-RDS
'.“ " R R : SRR :
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zalando

EARLY
ADOPTERS Zalando Payments Prototype

That’s not what | meant

Security and Compliance in the SDLC
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N

. \NvaLID
| ' Process For Security and
N Compliance Tasks

Test and reiterate

o ‘k_;.'-r‘ 3] . l > Optimize
Automate
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Sneak Peek: Cloud Beta Program

» zalando

rCIoudockit 4 {3 LeaniX
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Sneak Peek: Cloud Beta Program
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Cloudockit Connector
AWS

Analyse cloud environment

Cloud Analytics Workspace

Cloud component
Analysis

LeanIX Connector (Kubernetes)

Cost reporting

Vulnerability analysis

Separate Workspace

LeanIX
Workspace
Connector

Cloud Extension

EA Repository for Cloud
» Automated Data Capture

« Application & Microservice
Portfolio Management

e Cloud Transformation
Planning, Governance &
Execution

Extension for existing Workspace
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NEXT STEPS

3

kubernetes

@ Nessus

vulnerability scanner

Identify big resource
consumers

sonarqQu be
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Bas O
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Final thoughts

« Taming the IT landscape
chaos is possible

7/
P ¢
0

Break down the problem
space and attack piece by

piece (customer focused)
50

Automation is the key
(LeanIX Cloud solution)
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@ zalando

Q&A

Milos Zivanovic
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milos.zivanovic@zalando.de
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