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Today’s agenda

Why Technology Risk Management?

Automation is key

LeanIX approach to Technology Risk Management
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As organizations accelerate their digital 
transformation plans and processes, many 
companies will choose to stop updating or 
supporting old versions of their software, 
exposing themselves to cyberthreats, 
system failures, increased costs and 
future planning limitations.

Source: https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/Risky-business-How-to-manage-IoT-security-in-the-enterprise

https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/Risky-business-How-to-manage-IoT-security-in-the-enterprise
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Imperatives to manage Technology Risk

Proper succession 
planning for technology

Constantly modernize 
growing IT environments

Stay compliant to ever 
changing regulations

Promote agility and 
shape business models
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Cost factors and potential losses due to 
obsolete technology
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The difficulty of containing Technology Risk

EA blends business & IT viewsLack of visibility into growing and 
decentralized IT-Landscapes

Available information on wrong level 
of abstraction

High costs of unmanaged technology 
risks

Puts information into context for 
decision makers

Is equipped to manage technology 
risk

No technology risk assessment on 
project level

Integrates cross-disciplined tools and 
procedures

Complication EA Contribution
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Automation enables you to keep data
maintained

Single Source
Of Truth Workflows Integrated Automated1 2 3 4

High Degree of Automation

Excel Up- & Download
Easy Inline-Edit

”Survey-Monkey” for
IT Landscape

with 

CMDB CMDB + Discovery

Integration of 3rd party 
tools

Discovery solutions 
for on-prem and cloud 

intelligence

LeanIX Cloud Native Suite
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A brief introduction…
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What is ServiceNow Discovery?

Discovery finds computers, servers, printers, 
a variety of IP-enabled devices, and the
applications that run on them. It can then
update the CIs in your CMDB with the data it
collects.
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How does ServiceNow Discovery work?

Lup
e

Scanning 
your network

Classification
of devices

Horizontal Discovery Service Mapping

Identification
of device in 

CMDB

Exploration
of related CIs

Ser
vice

Dat
aba
se

Exploring
Business Services 

and relate to 
discovered CIs 
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How to do 
Technology Risk Management 

in LeanIX?
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Steps to master Technology Risk

- Make sure IT Components are 
maintained and linked to Applications

- Score Applications regarding business 
criticality and IT Risk

- Scope landscape according to risk 
scores

- Derive and start projects to mitigate 
obsolescence

1

2

3

4

Technology 
Architecture

Information Systems 
Architecture

Business 
Architecture

Minimum steps required
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Automated Data Flows between Discovery, 
CMDB, and LeanIX

Hardware is discovered using 
ServiceNow Discovery

Integration Data Flow

Applications are synced to ServiceNow

Product Model (SW/HW) syncs 
products to IT Components in LeanIX

1D

1B

1A

*As per  ServiceNow CSDM

Software discovered via SAM in 
ServiceNow.

1C

IT Components are automatically 
linked to Applications

1E
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Calculate risk scores based on survey
answers

Neglectable 
Not enough or wrong 
functionality / Risk impact

Watchlist
Medium risk. Mid-Mitigation 
recommended

Sever Risk
Highly business and IT 
Risk. Short term mitigation 
highly recommended

High Risk
Core Application with high 
IT Risk – Mitigation to be 
started immediately

0 - 6

Score Implication

7 - 12

13 - 18

19 - 24
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Automatically include scores in Fact Sheets
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Vizualize Applications based on criticality

Differentiation of 
Applications based on 

“importance”

Categories as a guideline 
for initial prioritization
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Show Technology Risk of critical Applications

Filter for critical 
Applications 

Apply Technology Risk 
view to narrow down 

scope
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Informed decision making enabled by custom
reports

§ Adapt the time scope for the reporting 
according to planning cycles

§ Be confident about Technology Risk 
which is already addressed

§ See upcoming obsolescence to take 
immediate action (in-depth analysis 
available, too)

§ Use reporting to align with IT-PMO and 
start resource allocation for necessary 
projects

1

2

3

Win Server 2008

1

2

3

4
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Manage obsolescence dependencies in detail

See all ITCs that relate to 
an Application

See all Applications 
affected by an ITC
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Manage obsolescence dependencies in detail

See all ITCs that relate to 
an Application

See all Applications 
affected by an ITC

1
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Technology Risk learnings

Cost
Exceptional costs for 
extended support or 

internal security 
measures

Risk & Innovation
be aware to switch
technology before

risks occur

Compliance
Stay compliant in an 

ever changing
regulatory environment



Thank you!
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Any questions?


